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1
Decision/action requested

It is requested to endorse this contribution.
2
Introduction
In SA3 #103e, Samsung presented Discussion Paper S3-212099, suggesting a number of criteria for evaluating the different solutions to KI#1 in 3GPP TR 33.864. This discussion paper intends to introduce an additional criteria - “Isolated operation” for evaluating the different solutions for AMF Reallocation, as there are different understanding among the delegates about definition of “Isolation”.

Network slices can be isolated for multiple reasons. In some deployments, isolation can be due to lack of route-ability among slices. For example, PLN-NPNs which do not allow simultaneous access to 5GS could be deployed in an isolated routing domains. 3GPP TS 23.501, Clause D.2 specifies that for such slices:

12.
If NPN isolation is desired, it is assumed that a dedicated S-NSSAI is configured for the NPN and that the UE is configured to operate in Access Stratum Connection Establishment NSSAI Inclusion Mode a, b or c, see clause 5.15.9, such that NG-RAN receives Requested NSSAI from the UE and it can use the S-NSSAI for AMF selection.

In some other deployments, isolation can be due to strict authorization policy of the slices. In this case, AMF of one slice may not be discoverable and/or accessible (authorized-to-access) by AMF of another slice. NRFs do not provide Access-Token to the NF-Service-Consumers belonging to a slice not allowed by the NF-Service-Producers.

3GPP TS 23.502, Clause 4.2.2.2.3 Step #6b also indicates that being un-authorized is one reason of RAN reroute.

If the initial AMF is not part of the target AMF Set, and is not able to get a list of candidate AMF(s) by querying the NRF with the target AMF Set (e.g. the NRF locally pre-configured on AMF does not provide the requested information, the query to the appropriate NRF provided by the NSSF is not successful, or the initial AMF has knowledge that the initial AMF is not authorized as serving AMF etc.) then the initial AMF shall forward the NAS message to the target AMF via (R)AN executing step 7(B) unless the security association has been established between the UE and initial AMF; the Allowed NSSAI and the AMF Set are included to enable the (R)AN to select the target AMF as described in clause 6.3.5 of TS 23.501 [2].

Additionally, 3GPP TS 23.502 Clause 4.2.2.2.3 Step #6b acknowledges that in case of direct AMF Reallocation:

NOTE 3:
Network slice isolation cannot be completely maintained in case the AMF reallocation is executed by step 7(A).

Hence, it is left to AMF’s local policy (as well) if it wants to reallocate via RAN:

7(B).
If the initial AMF, based on local policy and subscription information, decides to forward the NAS message to the target AMF via (R)AN….
Samsung believes that isolation requirements too derive the local-policy to reallocate via RAN.
2.1 Isolation Scenarios

In this document, the isolation criteria is categorized into four cases and it is shown which category each solution belongs to. Also, in this document, the context consists of security context and any other UE related data (e.g. SUCI or 5G-GUTI included in the UE request message).
1. Isolation Case 1: No context transfer
No context is transferred from iAMF to tAMF.

2. Isolation Case 2: Redirection of the UE request message (w/o security context transfer) 
The whole UE request is redirected from iAMF to tAMF via RAN, but the security context is not transferred.
3. Isolation Case 3: Redirection of the UE request message (with protected security context transfer)

The whole UE request is redirected from iAMF to tAMF via RAN. The security context is also transferred from iAMF to tAMF, in a protected form.
4. Isolation Case 4: Redirection of the UE request message (with unprotected security context transfer)

The whole UE request is redirected from iAMF to tAMF via RAN. The security context is also transferred from iAMF to tAMF, in an unprotected form.
The meaning of protection is that 


- in the case of Sol #10, the security context is protected using asymmetric cryptography, and only iAMF and tAMF can read it.

- in the case of Sol #9, the security context is protected using symmetric cryptography, and only iAMF, tAMF, and NSSF can read it.

3
Discussions
The table below shows which category each solution belongs to.
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Green: 
The solution belongs to the case.
Red:
 
The solution does not belong to the case
4
Evaluation

Based on the discussions in the previous meeting, it was emphasized to define the requirement on the isolation criteria. But, as of now it was not defined and it is one of the major lacking factors to decide on the solution. With the definition detailed in clause 2 of this document, Case 1 provides the strictest isolation and therefore from the security perspective the solutions addressing Case 1 need to be considered and concluded. 

Additionally, if operators are fine with the other isolation cases (Case 2 and/or Case 3), then the solutions addressing these two cases are also to be considered.  

Isolation Case 4 is not to be considered as it exposes the security context in plaintext to the RAN.

5
Conclusion

It is proposed to endorse a solution which can also fulfil the isolation requirements from operators, apart from other must-have evaluation criteria discussed in the previous meeting. 

Additionally, it is proposed to endorse more than one solution, if some operators are willing to accept more than one isolation cases and no single solution meets all the evaluation criteria identified.

6
Proposal

It is requested to endorse this contribution and agree with the above-mentioned proposal.
